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Introduction

Detinition

A method that allows remote access of a computer
system pretty much similar to physical access.

< IEEE
JSOVE Methods/Forms
* Commandline (SSH)
* Remote Desktop (RDP)

* Network File Browsing (FTP, NES)

* Screen Capture
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Introduction (Contd.)

GUI Tools

| Remote Desktop
>¢ Connection

Computer: l Example: computer fabrikam.com v

Username: None specified

<IEEE

The computer name field is blank. Enter a full remote computer
name.

PKIA-2017
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AnyDesk

Command line Tools

e Telnet, SSH

e Serial
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Introduction (Contd.)

Web Based Tools
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GoloMyPC
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Introduction (Contd.)

Why!?

e Cost Benefit
* 24*7 business but less employee
* Onsite shortage of personnel
* Lack of skilled personnel

* Productivity, Ease of Work, Efficiency
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Problem with Existing Solutions

* Manual Supervision

<IEEE

doweed  *Privileges
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Proposed Solution

* A Digital Token
» Cryptographically created
* Holds validity period
* Holds privilege
* [ssued to specific entity

* Issue, Use, Keep Using, Purge/Expire
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[ssuance
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PKIA-2017 Server (S) Remote

<IEEE

Administrator (R)

= {PubKey(R), StartTime, EndTime,

Priv}
ServerSign = Sign (I, PvtKey(S))
DigTok = {I, ServerSign}

SDigTok = Encrypt(DigTok, PubK Iy(R))
> DigTok = Decrypt(SDigTok,
Pvaey(R)) i ;
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Usage

ﬁ
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IEEE Server (S) Remote Administrator (R)
PKIA-2017 RSign = Sign(DigTok,
Rsign, DigTok PvtKey(R)
ServerSignVerify = Verify(ServerSign,
PubKey(S).
RSignVerify = Verify(RSign, PubKey(R),
Dig%‘ok)

TimeCheck = Validate Time Period

It (RSignVerity &  ServerSignVerify &
T1meCheCk) @ www.pkiindia.in K} www.facebook.com/pkiindia nPKllndia |-} @pkiindia
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Impersonation

4\
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IEEE Server (S) Remote Administrator (R
PKIA-2017

ASign, DigTok

IS)ﬁtVf(tg@nVerlfy = Verify(ServerSign,
R = A PubKey(R
D?é%}cl)}!)e&fgere Publye‘;r(%(lsslfguded 1111? y(R)
J e{&;ﬂ Imposter/Adversary (A)
QS A: N | .
0@ ASign = Sign(DigTok,
fi?" PvtKey(A))
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Replay Attack

IE E E Server (S) Remote Administrator (R)
PKIA-2017 [ = {PubKey(R), StartTime, EndTime, Priv}

60« Adversary (A)
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Simulation

* Resoure: Pi Camera (Raspberry Pi 3 Board with attached Pi
Camera )

* Method: Web Based

&I1EEE BB Technology: RSA keygen and python scripts
PKIA-2017 ¢ R@SUltSi

Operations Durations

Generating Key Pair (Client Side) 4.9s
Generating Digital Signature on Data 0.9s
Encryption of Data 0.36s/1.1KB
Decryption of Cipher text 0.104s
Verification of Data 0.32s
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